Password criteria and system parameters

Password quality criteria

The quality criteriafor passwords can be set via the system parameters (Spring beans configuration). The
following quality criteria exist (see class PoPasswordQuality):
« validityDays - the number of days after which the password must be changed.
* minimalLength - the total minimum length
* requiresUpper AndLower Characters- if true, both lowercase and uppercase characters must occur
* minimalDigitsCount - minimum number of digits"0-9"
* minimal SpecialCharacter sCount - minimum number of special characterssuch as"@" or "!"

* numberOfDifferingL atestPasswor ds - minimum number of different passwords before one may be
reused
» resetPasswordTokenValiditylnHours - vaidity (in hours) of the link that the user receives by e-mail
for setting a new password
For individual clients, the minimum length, uppercase and lowercase |etters, the minimum number of
digits and special characters, the number of different passwords and the validity of the reset link can be set
differently in the client's password settings. A value set there takes precedence over the system parameter.
There, two-factor authentication can also be enforced for al users of the client ("Enforce two-factor
authentication™).

NOTIZ
If you want to deactivate password expiry in general, set validityDays to the value -1

System parameters relevant to password management:

Module Bean Property Explanation Value(s)

po PoPasswordQuality | minimalDigitsCountrequired number of | Enter a number (e.g.
digitsin the new 4; default: 0)
password

po PoPasswordQuality | minimalL ength the minimum length | Enter a number (e.g.
(characters) of the | 6; default: 0)
new password

po PoPasswordQuality | minimal Special Charesjeirg@owmiber of | Enter a number (e.g.

special characters | 2; default: 0)
suchas"@" or "!"
in the new password

po PoPasswordQuality | number OfDifferinglratestiRamsatontsr | Enter a number (e.g.
of different 3; default: Q)
passwords before a
previous password
may be reused

po PoPasswordQuality | requiresUpper AndL dvies€; batlacters | "true" or
lowercase and "false" (default:
uppercase false)
characters must
occur in the new
password
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PO

PoPasswordQuality

validityDays

the number of days
after which the
password must

be changed. After
expiry, theuser is
asked at login to set
anew password.

If this number

is-1, passwords
must NEVER be
changed. The value
O isnot intended
(smallest sensible
value: 1).

Enter the number
of days (e.g. 30;
default: 30)

po

PoPasswordQuality

resetPasswor d T ok enValiidiityim Riaurssof

thelink that the user
receives by e-mail
for setting a new
password ("Forgot
password?",

initial setup of the
password for new
persons)

Enter a number
(default: 24)

PO

AuthenticationOptionallowPasswor dReset Bgllgston of

whether the "Forgot
password?’ link

is offered on the
login page. The user
then receives a mail

with alink through
which they set
anew password
themselves.

(PoPasswordResetM ai

"true" or
"false" (default:
true)

po

AuthenticationOptior

nimnaxNumber OfFaile

xdNLmgeAdfempts
failed login
attempts within
maxNumberOf Secon
seconds after
which the user is
locked; the user
receives amail
about this (bean
PoLockUserMail).
Via"Forgot
password?' the
user can set anew
password and is

thereby unlocked
again. 0 =no
lockout.

Enter a number (e.g.
5; default: 0)
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esRwiiresnEa@itixiL Ogint Emptber

po AuthenticationOptionmaxNumber Of Seco
in which thefailed | (default: 60)
login attempts are
counted
po AuthenticationOptionallow2ndFactor Per USetection of "true" or
whether users "false" (default:
can activate false)
or deactivate
two-factor
authentication
themselvesin their
security settings. If
"Enforce two-factor
authentication” is
activated for the
client, it applies
to all usersof the
client.
po PoPasswordNewPersex@ieeiidlecipient | Recipient of E-mail address (e.g.
the mail for the recipient@workflow.at)
initial setup of the
password, if the e-
mail stored for the
person is not to be
used
po PoPasswordNewPerseefdetistiai| Addr ess| the mail addressto | E-mail address (e.g.
beused assender | welcome@workflow.at;
for the welcome default:
mail office@workflow.at)
po PoPasswordNewPerssubieated Subject line of Free text
the e-mail for the (e.g."You need to
initial setup of the | setup your Webdesk
password password")
po PoPasswordNewPersarGnesiteB ody Mail text for new | Free mail text (the

personsin Webdesk
for theinitial setup
of the password.
Can contain

the variables
$person.firstName
and
$person.lastName.
The text must
contain the link for
setting the password
with the variable
$resetld (e.g.
<Webdesk-URL >/
changepassword?
resetld=$resetld).

default text does
not yet contain a
link and must be
adapted)
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po PoPasswordResetMalbxplicitRecipient | Recipient of the E-mail address (e.g.
password change recipient@workflow.at)
mail, if the e-
mail stored for the
person is not to be
used
po PoPasswordResetMal bender M ail Addr ess| the mail addressto | E-mail address
beused assender | (e.g. password-
service@workflow.at;
default:
office@workflow.at)
po PoPasswordResetMaiubject Subject line of the | Free text
mail (e.g.: "Your
Webdesk password
has been reset")
po PoPasswordResetM altemplateBody Mail text; the Free mail text, e.g.:
mail contains no D
assword, but a ear :
link through which | Person-firstName
$person.lastName,
the user sets anew :
password. The pl ease click
text must contain thislink to set a
thelink withthe | 1S Password:
iable Sresetld <Webdesk-URL>/
\;ﬁg can contain changepassword?
resetld=$resetld
Pperson.xxx (person
data). (the default text
does not yet contain
alink and must be
adapted)
po PoPasswordResetPoljégr cePasswor d Char) Gt BioR esiet "true" or
whether a "false" (default:
password changeis |true)
mandatory after the
administrator has
reset the password
(true = yes)
po PoPasswordResetPoljégr cePasswor dChanditést ter Bféset T oRandtnBasswor d
When resetting via | "false" (default:
e-mail link ("Forgot |false)
password?'), a
random password is
no longer assigned,
the user setsa
new password
themselves viathe
link.
po PoPasswordResetPoljstandar dResetPasswbraflault password | Free text, entry of

to which the
password is reset if

adefault password
(e.g. "webdesk";
default: webdesk)
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"useUsernameA sStandardPassword"
is set to false

po PoPasswordResetPolj agelU ser nameA sStanSelatkassafor d "true" or
whether the user "false" (default:
nameistobeused |true)

as the default
password when the
password is reset

In "Advanced functions' there are two new actionsin the select box under "Modul e-specific actions":

* Reset all passwords
all passwords are reset to the value specified by the password reset policy

* Reset all passwordstorandom values and send mails
despite the name, random passwords are no longer assigned: Each user receives a mail
(PoPasswordResetMail) with alink through which they can set a new password (valid according to
resetPasswordTokenV aliditylnHours); the previous password remains valid until then. A valid e-mail
address for the person is required.

"Stay logged in" function

The"stay logged in" function isintended as an aid for those system installations where no single sign-on
with the operating system is provided. So that the user does not have to re-enter their password every time,
the option "stay logged in" can be selected when logging in, and the user is then automatically logged in the
next time they access Webdesk from the same browser within a period of 14 days.

Neither the user name nor the password is stored in the browser; instead a login token stored in the Webdesk
database is used. After each useit isreplaced by a new one, and on logout it becomesinvalid. How should
the security risk be assessed? If someone has access to the user's computer and can log in with their
Windows user, they can also open their Webdesk (analogous to the classic SSO scenario).

NOTIZ

For this function to be used, the system parameter po->AuthenticationOptions-
>allowRemember M e must be set to true (default: true).

Felder
Name Wert
Modul Portal & Organisation (po)
Webdesk Actionname po_changePassword
Artefakt-Typ Action
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